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JOHNS HOPKINS

OOOOOOOOO





    
Johns Hopkins Medical Institutions Laboratories
New Employee (JHH and JHU Laboratory staff) Orientation Checklist 
and Confidentiality, Security, and HIPAA Statements
EMPLOYEE : 




PERN#:
     JHED ID:
JOB TITLE:





HIRE DATE:


ASSIGNED LABORATORY/Division:

WORK LOCATION (physical address/building): 

Purpose: The departmental/divisional orientation provides the new employee with an introduction to the work environment, departmental/division policies and procedures
, job performance expectations, and specific laboratory safety information.

Directions:  Please make certain all procedures and policies relating to the following items have been explained adequately and that you understand them.  If additional documentation is referenced, ensure that you have reviewed. N/A (not applicable) may be used to document items that do not apply.  This form must be completed within 14 days.  A copy will be maintained in your departmental personnel file.


Items with * indicate exchange of additional documentation/copies provided

Items with ! indicate documentation required for department personnel file
	
	
	Employee 
	TRAINER

	GENERAL INTRODUCTION

	A.
	JHH: Attended Institution Orientation and received copy of employee handbook at orientation.         Date: ________________   
JHU: Completed orientation and/or online orientation and reviewed employee handbook.   Date: ______________
	
	

	B.
	Institution’s Mission/Goals
	
	

	C.
	Dept/Division Mission/Goals
	
	

	D.
	* Provided and Reviewed Dept/Division Organizational Chart
	
	

	E.
	Tour of Department & related areas
	
	

	F.
	Introduction to Staff and Management team
	
	

	G.
	Review Pathology Dept Website   http://pathology.jhu.edu/
	
	

	H.
I.

J.
	 Service Excellence.   (Service, Quality, Excellence)
Performance Improvement

Patient Safety Goals 
	
	

	PERSONNEL POLICIES

	A.
	! Confidentiality Agreement for Workforce Members, provided copy and signed. (Compliance Hotline 1-877-932-6675)
	
	

	B.
	! Overview of HIPAA and PHI, including fax/paper document/telephone policies.  Provided copy and signed HIPAA Security Awareness and Completed online HIPAA training (certificate/confirmation)

Links: https://secure.lwservers.net/
http://pathology.jhu.edu/department/staff/hipaatraining.cfm

	
	

	C.
	Attendance (Occurrence) Policy 
	
	

	D.
	Work Schedule 

Many department laboratories operate 24/7 with schedules on day, evening, or night shift.  Rotating schedules may include weekend work and holiday assignment.  Overtime or On-Call possible when authorized to meet business and patient needs.  Schedules may be subject to change in order to meet business and patient care needs, notice of any change will come from your supervisor.
Your current schedule is:   ____________________
	
	

	E.
	Meals/Break Protocol
	
	

	F.
	Time Entry & Reporting Requirements

   ! JHH: Kronos rules provided and clock procedures reviewed (signed)
     JHU: E210 requirements reviewed

     Other:  _______________________  (Nightingale, Time Stamp, etc)
	
	

	G.
	Call out policy.  Provided emergency contact numbers.
	
	

	H.
	Inclement Weather Policy

Position is required attendance (circle)    YES ___ (staff initial)    NO

JHM Weather Emergency Hotline  1-800-548-9004

Other (site specific): _________________________________
	
	

	I.
	Appearance / Proper Attire and specific Dept/Division attire requirements
	
	

	J.
	Review location of appropriate policies and procedures (JHU or JHH, additional policies specific to location)
	
	

	K.
	Discipline Policies and Procedures
	
	

	L.
	Grievance Procedure
	
	

	M.
	Occupational Health

http://www.hopkinsmedicine.org/hse/occupational_health/index.html
Other (site specific); _____________________________
	
	

	N.
	Faculty and Staff Assistance Program  443-287-7000
	
	

	O.
	Personnel file required documentation collected/forwarded to Dept Coord.

1. Copy of degree and transcript (if applicable)

2. Copy of laboratory certification/registration (if applicable)

3. Copy of signed/completed orientation checklist, HIPAA and Confidentiality agreement, completed online training(s).

4. Completed education/qualifications form
	
	

	P.
	Showed appropriate Human Resources website

JHH:  http://www.hopkinsmedicine.org/jhhr
        JHU:  http://www.jhu.edu/~hr1/
        Other; _______________________
	
	

	PERFORMANCE EXPECTATIONS

	A.
	Probationary Period (90 days)
	
	

	B.
	* ! Job description reviewed, acknowledgment signed, and copy provided
	
	

	C.
	Performance Management/Annual Performance Review process
	
	

	D.
	*!  Employee Educational Record (with copy of certification, if applicable)
	
	

	E.
	Competency Assessment Process
	
	

	F.
	Customer Service standards/expectations
	
	

	G.
	* Laboratory Standards of Conduct / Employee Compliance
	
	

	H.
	Training

	
	1. Training Timeline
2. Quality of Work

3. Work flow/Data Processing

4. Computer/Information Management
	
	

	I
	Annual requirements:
· Annual ongoing education (documented)
· HealthStream (Fire, Infection Control, Blood Borne Path, etc)

· Competency testing
· TB Screen, Flu shots and other annual requirements
· Other annual testing or requirements 
· Position specific: __________________________________


	
	

	
	
	
	

	SAFETY

	A.
	General
	
	

	
	· Safety manual contents and location
· Annual Emergency Equipment training
	
	

	
	· Employee rights and responsibility for safety
	
	

	
	· Standard (Universal) Precautions
	
	

	
	· Handwashing – including observed practice sink or hand gel
      Observed type: ___________________________
	
	

	
	· Personal Protective Clothing
· Types, selection, location, and proper use of gloves, lab coats, gowns, aprons, etc.
· Appropriate change intervals
· Removal, handling, disposal/cleaning, storage, etc.

· Laundry services

· Scrubs Policy, as applicable to area. 
	
	

	
	Eye and Face Protection
· Types, selection, location, and proper use of safety glasses, goggles, face shields, masks, etc.

· Removal, handling, decontaminating/cleaning, storage, and disposal, etc.

*HSE Policy, training and form to be signed:  http://www.hopkinsmedicine.org/hse/Policies/HSE_Policies/indiv_sections/HSE037.pdf
 Environmental Safety forms / guide http://pathology2.jhu.edu/CQI/resource.cfm

	
	

	
	Location, Use, and Maintenance of Safety Equipment
· Safety Showers

· Eye Wash stations

· Fume Hoods

· Biological Safety Cabinets

· Fire Extinguishers

· Wash sinks

· Chemical/Mercury spill kits
	
	

	
	Respirators and/or Masks
· Training date: _____________________

· Fit testing date; ____________________

· Mask type: _______________________

(please note: annual fit testing may be required)
	
	

	
	Work Practice Controls
· NO Smoking Policy & Designated institution smoking locations

· NO mouth pipetting

· Food and Drink in appropriate areas only. No gum, candy, etc.
· Application of cosmetics or lip balm in appropriate areas only

· Handling of contact lenses in appropriate areas only

· Appropriate clothing (see above)

· Appropriate shoes – safety.  No open toes in lab.

· Hair, beards, and jewelry safety concerns

· NO personal laptops, palm pilots, cell phones, Bluetooth type headsets, MP3 players, non lab related reading materials, movies, radios or similar electronic devices in the laboratory/bench areas, work areas, and patient & public hospital areas except where used for purposes of work communication only.  Kept in lockers and used in break areas or while on break only, as appropriate.
· Acceptable / Unacceptable use of work computers, phones, and equipment.
	
	

	
	Good Housekeeping
· Designated “clean” and “contaminated” areas

· Disinfection and cleaning of work surfaces and equipment
	
	

	
	Sharps Procedures, Use/Disposal in approved containers
	
	

	
	Electrical Safety
	
	

	
	Potential Hazards of HBV, HIV, CJD and other infectious hazards
	
	

	
	Latex sensitivity
	
	

	
	Ergonomics / Work station best practices
	
	

	
	Lifting

May transport equipment and supplies usually less than 40 pounds from one area to another.  May be required to lift and/or move up to 50 pounds with proper training, or precautions/lifting aides. * Safety Video or handout?
	
	

	
	Other Physical Requirements

While performing the duties of this job, the employee is regularly required to sit, talk, see and hear.  May sit or stand for prolonged periods and required to walk.  Refer to job description for detailed outline of physical requirements.
Specific requirements of this job include: ________________________

_________________________________________________________

_________________________________________________________
	
	

	B.
	Disaster / Emergency Preparedness
· 443-287-7700
· Main Hospital Disaster Command  (Smith Room) 410-955-3333

· Disaster Information (Centrex) 410-955-4594

· Department/Division contacts and procedures

· Website link: www.hopkinsalert.org
(Other locations:  ___________________________________)
	
	

	C.
	Fire Preparedness
        CODE RED = FIRE       

        East Baltimore - Fire Emergency call:  5-4444    (410-955-4444)

                          or  _________________ (note/highlight, if other)

1. Location in immediate areas of:

· Alarm Boxes & Building Alarm System

· Fire Extinguishers

· Fire Evacuation Routes

2. Review Horizontal, Vertical, and Outside evacuation plans and meeting places.

3. ! Complete online fire & safety training (certificate to file)

             Link:  http://www.hopkinsmedicine.org/hse/training/
    Healthstream ______________________________
4. Conducted individual fire drill within first 10 days on the job.

Date completed: _____________

      (please note: annual fire/evacuation drill & online training required)
	
	

	D.
	Hazard Communication Standard
1. Hazardous chemical definition

2. ChemWatch Website or site specific location for chemical and emergency codes:  __________________________

Take time to review and understand all color codes for your location

3. The Right-to-know law / Employee Rights & Responsibilities

OSHA regulations require Chemical Manufacturers and Distributors of Hazardous Chemicals to provide Material Safety Data Sheets (MSDS) to non-manufacturing employers.
Link: 
Has this law been explained to you?  Yes ___ (initials)   NO __ 

4. Material Safety Data Sheets (MSDS), location and details.

5. Hazardous substances present in your workplace reviewed.
	
	

	E.
	Hazardous Chemicals and Infectious Agents
      CODE YELLOW CHEMICAL = Critical Chemical Event

     East Baltimore - Bio-hazard / Chemical Spills: 410-955-4444  (5-4444)

Other locations; _________________________

1. Exposure risk assessment and frequency of employee training.
2. How to report chemical or equipment concerns.

3. Chemical Hygiene Plan (content and location of policy)

· Container labels and hazard identification

· Inventory List of Chemicals used / MSDS

· Engineering and work practice controls

· Appropriate personal protective equipment

· Reporting, medical evacuation, post follow-up of exposures

· Transportation / handling of hazardous chemicals

· Chemical spill clean-up procedure

4. Chemical Storage

· Flammable liquids

a. NFPA approved flammable storage cabinets

b. Maximum allowable storage quantity

c. Storage in domestic refrigerators prohibited

· Acids and bases

a. Storage in flammable safety cabinets prohibited

b. Acids segregated from bases

· Incompatible chemicals

· Disposal of excess chemicals

5. Carcinogens

· Exposure risk assessment

· Engineering and work practice controls

· Appropriate personal protective equipment

· Location, handling, transport and storage

6. Compressed Gas & Liquid Nitrogen
· Secure cylinder when stored and transported (empty and full)

· Proper use of Open/Close valves  (emergency shut off procedure)

· Procedure for use and handling

7. Formaldehyde

· Occupational Exposure Standard

· Exposure risk assessment

· Engineering and work practice controls

· Appropriate personal protective equipment

· Emergency spill procedure & Hazard communication

· Reporting, medical evaluation, and follow-up

· Disposal of excess


	
	

	F.
	Infectious Agents & Diseases / Bloodborne Pathogens

! Complete online Bloodborne Pathogens & Preventing hospital infections, annual training for clinical staff – for all who did not complete at JHH Orientation (transfers, promotions, etc) HealthStream (certificate to file)

    BLOOD Exposure/needle stick call:  5-STIX  (410-955-7849)

     Or _________________  (note, if other due to location)

   Infection Control  call:  5-8384  (410-955-8384) (pager: 410-283-3855)

    Or ________________ (note, if other due to location)

1. Exposure risk assessment and frequency of employee training

2. HBV vaccinations available

3. Engineering and work practice controls

4. Appropriate personal protective equipment

5. Good housekeeping/disinfect work surfaces

6. Emergency biomedical spill procedure

7. Post exposure evaluation and follow-up

8. Disposal of waste

· Autoclaved waste

· Use of “Institution approved” red bag-lined biohazard boxes
	
	

	
	Tuberculosis (TB) Occupational Exposure
  *TB Lab has orange book/review policy and procedures in BSL3 lab.

  * Review bed-side/patient contact with applicable staff.

  * REQUIRED – Annual TB Screening (documented/file)

1. Exposure risk assessment and frequency of employee training

2. HBV vaccinations available

3. Engineering and work practice controls

4. Appropriate personal protective equipment

5. Good housekeeping/disinfect work surfaces

6. Emergency biomedical spill procedure

7. Post exposure evaluation and follow-up

8. Disposal of waste

· Autoclaved waste

· Use of “Institution approved” red bag-lined biohazard boxes
	
	

	G.
	UV Light
	
	

	H. 
	Radiation Safety

   Radiation safety training scheduled ____________ (date) (if applicable)

      Critical Radiation Event = CODE YELLOW RADIATION
      Other/Site Specific: ___________________________ (Check badge)
	
	

	G.
	Employee Incident Reports / Reporting Concerns
· Reporting accidents –line of duty

· Follow-up
· Occupational Injury Clinic / Occupational Health & Safety

· How to report any other safety concern
	
	

	H.
	Equipment Policy
· Equipment Recalls or patient events regarding equipment must be reported immediately
	
	

	I.
	Isolation Precautions
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	OTHER

	(This area is for any lab specific or location specific orientation. Write in, as applicable)

	A.
	
	
	

	B.
	
	
	

	C. 
	
	
	

	D.
	
	
	

	E.
	
	
	


Orientation Checklist Confirmation

I certify by my initials above and by my following signature that I have been shown/discussed, reviewed and understood the information summarized in the above Employee Orientation checklist.  I have been made aware of who to ask and/or where to look should future questions arise.  I understand that violation of ANY safety, fire prevention, health or health system security rule, department/division or JHH or JHU policy or practice is unacceptable, requiring corrective & progressive disciplinary action per JHH or JHU personnel policy.
Print Name ___________________________
Date ___________ Signature ___________________

Trainer Name _____________________
Date _________     Signature ___________________
Laboratory Standards of Conduct

I certify that I have received a copy of the Johns Hopkins Laboratory Standards of Conduct (Standards).  I further certify that I have read and understand the entire contents of the Standards.  I understand that adherence to all elements detailed in these Standards is an essential element of my job performance and that failure to comply with the Standards could be cause for disciplinary action including suspension or termination.

Name ___________________________
Date ____________ Signature ___________________

Medicare Billing Compliance
I have been informed of the laboratory compliance Standards of Conduct and accept my responsibility to document and communicate to my supervisor any suspicion of unnecessary or redundant test ordering practices so that appropriate investigation and consultation may be conducted.  I understand that my failure to comply with the clinical laboratory’s Standards of Conduct could result in the laboratory’s non-compliance with Federal and State Laws, and could result in appropriate disciplinary action including suspension or termination.
Name ___________________________
Date ____________  Signature ___________________

ACKNOWLEDGMENT OF HIPAA SECURITY AWARENESS
And

AGREEMENT TO COMPLY FOR GENERAL WORKFORCE MEMBERS

I am, or in the future may become, a user of one or more Johns Hopkins information technology devices or systems that may include Electronic Protected Health Information (“E-PHI”). I hereby certify that:

1. I have reviewed the “Johns Hopkins HIPAA Security Awareness” handout and the “Johns Hopkins Computer Security Tips” handout.

2.  I recognize the importance of maintaining the confidentiality and integrity of the E-PHI that I may work with for my job duties.

3.  I agree to abide by Johns Hopkins policies and procedures as explained in the Johns Hopkins HIPAA Security Awareness handout.

Witness my signature as of the date set forth below.

_____________________                  ________________________
___________________
         Signature                                        Printed Name



Date
__________________________



___________________
 Name of Johns Hopkins organization 



Department

with which you are principally affiliated

CONFIDENTIALITY AGREEMENT FOR WORKFORCE 

MEMBERS--GENERAL 

I understand that I require information to perform my duties at the Johns Hopkins University or Johns Hopkins Health System entity by which I am employed or for which I am volunteering (“Johns Hopkins”).  This information may include, but is not limited to, information on patients, employees, plan members, students, other workforce members, donors, research, and financial and business operations.  Some of this information is made confidential by law (such as “protected health information” or “PHI” under the federal Health Insurance Portability and Accountability Act) or by Johns Hopkins policies.  Confidential information may be in any form, e.g., written, electronic, oral, overheard or observed.  I also understand that access to all confidential information is granted on a need-to-know basis.  A need-to-know is defined as information access that is required in order to perform my work or volunteer duties.  If my duties change, my need-to-know also may change.  

I agree to review the applicable Notice of Privacy Practices and the Johns Hopkins policies on confidentiality and privacy, including any policies that are specific to the entity and department in which I conduct my activities.  I understand that these will be provided to me by my manager.  I will access, use and disclose confidential information in keeping with these policies and only on a need-to-know basis.  Before I make any other use or disclosure of confidential information, I will contact my supervisor or manager (if applicable) in order to obtain proper permission.  If I have no manager or I am the manager, I will seek advice from the Health System or University Legal Counsel or the Johns Hopkins Privacy Officer to assure that the use or disclosure is within the law and Johns Hopkins policies.  

I will not disclose confidential information to other patients, other plan members, friends, relatives, co-workers or anyone else except as permitted by Johns Hopkins policies and applicable law and as required to perform my work or volunteer duties.

I will protect the confidentiality of all confidential information, including PHI, while at Johns Hopkins and after I leave Johns Hopkins.  All confidential information remains the property of Johns Hopkins and may not be removed or kept by me when I leave Johns Hopkins except as permitted by Johns Hopkins policies or specific agreements or arrangements applicable to my situation.

If I violate this agreement:  if I am an employee, I may be subject to disciplinary action, up to and including discharge, under applicable human resources policies; if I am a volunteer, I may be subject to termination of my right to volunteer, under applicable program policies.  In addition, under applicable law, I may be subject to criminal or civil penalties.

I have read and understand the above and agree to be bound by it. I understand that signing this agreement and complying with its terms is a requirement for me to work or volunteer at Johns Hopkins.  

Name: __________________________     
Daytime  Phone: ________________

Signature: _______________________     
 Date: _________________________

Johns Hopkins Entity/Dept/School: _________________________________________

Johns Hopkins Badge #: ___________________



Use of Confidential Information at Johns Hopkins

It is important that the entire Johns Hopkins Health System and Johns Hopkins University community share a culture of respect for confidential information.  To that end, if you observe access to or sharing of confidential information that is or appears to be unauthorized or inappropriate, please try to make sure that this use or disclosure does not continue.  This might include advising the person involved that they may want to check the appropriateness of the use or disclosure with the Johns Hopkins Privacy Officer or the Health System or University Legal Counsel.  It may also involve letting your manager (if applicable) or others in authority at the Health System or the University know about the issue or possible issue.  Use of the Compliance Hotline (telephone #:  1-877-932-6675) allows this to be done anonymously, if need be.   

Job Description Acknowledgement
I acknowledge that I have received a copy of the job description:  
	Job Description Title
	

	Job Code (JHH only)
	


It is my responsibility to:

· Read the job description

· Ask questions if I need additional information regarding items covered in the job description.  

___________________________


_________________

Name (please print)




Date

___________________________

Signature

Laboratory Personnel Qualification Appraisal & File Checklist

Employee Name ____________________________
Date Completed_______________________

Education

	Name of Institution
	Attended From
	Attended To
	Major
	Degree, Diploma or Certificate (Include year conferred)

	
	Mo
	Yr
	Mo
	Yr
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


*Transcripts or copy of degree verifying the above must be included in personnel file.
Clinical Laboratory Training

	Name of Institution
	Attended From
	Attended To
	Major
	Degree, Diploma or Certificate (Include year conferred)

	
	Mo
	Yr
	Mo
	Yr
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


*Copy of certificate/certification ID, license or training must be included in personnel file.

License, Certification, or Registration

	Name of Agency
	Licensure, Certification or Registration title
	Granted
	Lic, Cert or Reg #
	Additional notes



	
	
	Mo
	Yr
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Proficiency Examinations – Dept. of Health and Human Services

	Appropriate Exam Title
	Passed (Month/Year)
	Identification #
	List specific sections passed

	
	
	
	

	
	
	
	

	
	
	
	


Person preparing this form: 
Signature ___________________
Printed Name ____________________
Date_______

Laboratory Director or Designee / By signature attests that personnel is qualified and licensed (if required) to perform the duties and testing they conduct

Signature ___________________
Printed Name ____________________
Date_______

Personnel File Requirements for Laboratory Personnel

Employee Name _______________________
Title___________________
Date of Hire ________

	Documentation 
	Location (HR, Dept Pers., or Lab file)
	Reviewed/Copy submitted by:

	Personnel Qualification 
	
	

	Job Description & signed acknowledge
	
	

	Orientation Checklist 
· Dept, Lab, Safety
	
	

	Fire & Safety training certificate
	
	

	Confidentiality Statement 
	
	

	HIPAA training certificate
	
	

	HIPAA Statement 
	
	

	
	
	

	Training Records
	
	

	Annual Performance Evaluations
	
	

	Continuing Education Records
	
	

	Annual TB Screen/ Test records
	
	

	Annual competency testing 
	
	

	Annual required JHM updates
	
	

	Age Specific competency (if applicable)
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